NMAMATKA
ONA OBYYAIOLWKMXCA OB MHOOPMALIMOHHOW BE3OMACHOCTW OETEN

HEJ1b3A
1. Bcem nogpsia coobwjatb CBOK YacTHYH WMHQoOpMauuio (Hactoswme ums, amunuio,
TenedoH, agpec, HoMep LKOSbI, a Takke doTorpacdumn ceou, CBoen cembn 1 Opy3en);
2. OTKpbIBaTb BNOXEHHbIE dalnbl ANIEKTPOHHOM MOYTbI, KOrga He 3HaeLlb OTNpaBUTENS;
3. pybuTb, NpuanpaTbCcd, okasbiBaTb AaBfeHNE - BECTU ceba HEBEXITMBO U arpeCCUBHO;
4. He pacnopspkancs OeHbramm TBOEW ceMbk 0e3 paspelleHus cTapmx - Bcerga
cnpawusaun poguteneu;
5. He BcTpeyvaiicsa ¢ VIHTepHeT-3HaKOMbIMU B pearibHOW XU3HU - NOCOBETYNUCHA CO B3POCHIbIM,
KOTOpOMY OOBeEpSiELLb.
OCTOPOXXHO
1. He Bce nuwyT npaegy. YnTtaewsb o cebe Henpaeay B NHTepHETEe - coobLm 06 3TOM CBOUM
poauTENsIM UK OMeKyHawM;
2. MpurnawaroT nepenncbiBaTbCH, Urpatb, 0OMeHMBaTbCA - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe konnpoBaHue (pannos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pocsbiM O npobrnemax B CeTU - OHM Bcerga nomoryT;
5. Vicnonb3yii HacTponkn 6e30MacHOCTN U MPMBATHOCTU, YTOObI HE MOTEPSATH CBOM aKKayHTbI
B coLceTaX MU Apyrnx nopranax.
MOXHO
1. YBaxaun gpyrux nonb3oBartesnemu;
2. Nonb3ayewbcs NHTEPHET-UCTOYHNKOM - Aernan CCbIfKy Ha Hero;
3. OTKpbIBal TONMbKO T€ CCbINKN, B KOTOPbIX YBEPEH;
4. ObwaTtbcs 3a MOMOLLbIO B3POCAbIM - POAUTENWN, OMEKYHbl U agMUHUCTpaLMs CanlToOB
BCerga nomoryr;

5. MNponan obyyeHme Ha canTe "CeTeBMYoK" 1 Nony4m nacnopT UM poBoro rpaxgaHmHal



MpunoxeHne N 2
NMHOOPMALIMOHHAA NMAMATKA
AnA ObYYAKOWMXCA OANnA PASMELLEHUA
HA OPULNATIbHBIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEXW B UHTEPHETe CTaHOBUTbLCA 6onblle, a LKOMbHUKA OOHU W3
caMbIX aKTMBHbIX Nonb3oBatenen PyHeta. Mexagy Tem, NMOMMMO OFpPOMHOr0O KonmMyecTBa
BO3MOXHOCTEN, MHTEPHET HeceT KW npobnembl. OTa nNamaTka [LOMKHaA nNoMo4yb Tebe
©e3onacHo HaxoaAuTbCs B CETH.
KoMnbtoTepHble BUPYChI
KomnbloTEPHBIA BUPYC - 3TO PasHOBUMAHOCTb KOMMbIOTEPHbIX MNporpamMm, OTINYUTENbHOMU
OCODEHHOCTLIO KOTOPOKM ABNSAETCA CNOCOBHOCTb K pasMHOXeHMo. B gononHeHue K aTomy,
BMPYCbl MOFyT MOBPeauTb WKW  MOMIHOCTbIO  YHUYTOXUTb BCe aifnbl U OaHHble,
NOOKOHTPOSbHbIE MOMb30BaTEN, OT MMEHW KOToporo 6bina 3anyuweHa 3apaxeHHasi
nporpaMmma, a Takke MoBpeAnTb UMK axe YHUYTOXUTb OonepalyoHHYH0 CUCTEMY CO BCeMU
dannamu B uenom. B 6onblIMHCTBE CnyyYaeB pacnpOCTPaHATCH BUPYCbl Yepes NHTEPHET.
MeToabl 3awuThbl OT BpeAOHOCHbLIX NMpOrpaMmm:
1. Wcnonb3yn coBpeMeHHble OrepauuoOHHble CUCTEMbI, UMeRLMe CepbesHbli YPOBEHb
3aWnTbl OT BPEAOHOCHbIX NPOrpamm;
2. TlocTofiHHO ycTaHaBnuBan navtM (LMdpoBbIe 3annaTkn, KOTOpble aBTOMaTUYECKU
yCTaHaBNMBaKTCA C Uenblo JopaboTku nporpammbl) M gpyrme OBHOBIEHUS CBOEW
onepaumoHHor cuctembl. CkaunmBar X TONbKO C odumumanbHOro canta paspabotymka OC.
Ecnu cywecTtByeT pexunm aBTomaTn4eckoro 06HOBMEHUS, BKMOYM €rO0;
3. PaboTan Ha cBoeM KoMnbloTepe noa npasamMmu nonb3oBaTensd, a He agMUHUcTparTopa. ATo
He no3BONMUT OONbLUMHCTBY BPELOHOCHbLIX MPOrpaMM UHCTaNIMpoBaTtbCA Ha TBOEM
nepcoHanbHOM KOMMNbIOTEPE;
4. Ncnonb3yn aHTUBUPYCHblE MNPOrpaMMHble MNPOAYKTbl M3BECTHbIX MNPOU3BOAUTENEN, C
aBToMaTu4yecknm obHoBneHnem 6as;
5. OrpaHunyb bmanyecknin 4OCTYN K KOMNbIOTEPY ANA NOCTOPOHHMX NAL;
6. Vcnonb3yn BHelHWe HOCUTENU UHGOpMauuu, Takme Kak relika, uck unuv davn u3
WHTEPHETA, TONbKO U3 NPOBEPEHHBIX NCTOYHUKOB;
7. He oTKpbiBai KOMNbIOTEPHbIE haisbl, NONYYEHHbIE U3 HEHAAEXHbBIX NCTOYHUKOB. [laxe Te
dhannbl, KOTOpble Npucnan TBOW 3HAKOMbIN. JTydlle yTOYHM Yy Hero, oTnpaBnsan nu oH Tebe

nx.



Cetn WI-FI

Wi-Fi - aT0 He BMA nepedayvn OaHHbIX, HE TEXHONOrUs, a Bcero nuwb 6peHa, mapka. Eue B
1991 rogy HuaepnaHackas komnaHusa 3apeructpupoana 6peHg "WECA", yto o6o3Ha4vano
cnoBoco4veTaHue "Wireless Fidelity", koTopbii nepeBoanTcs Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHn pfowrna apyras abbpeBuartypa, KoTopas SBMSETCHA TakoOW Xe
TexHonorven. JAto abbpesmnatypa "Wi-Fi". Takoe HasBaHue ObINO A4aHO C HaMeKkoM Ha
CTaHgapT BbICLLEN 3BYKOBOM TeXHUKM Hi-Fi, 4TO B nepeBoge 03HavaeT "BbiCOKas TOYHOCTL".
[a, GecnnaTHbli WHTEPHET-AOCTYN B Kade, OTensiXx M aspornoptax SABNAeTCs OTSIMYHON
BO3MOXXHOCTbIO BbIXO4a B MHTEPHET. HO MHOrne akcnepTbl CUMTALOT, YTO OOLLEAOCTYMNHbIE
Wi-Fi ceTu He aBnsatoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTK paboTbl B 06wenoctynHblx cetax Wi-fi:

1. He nepepaBaii cBoOw nNu4YHyto nHdopmayuto yepes obuiepoctynHole Wi-Fi cetn. PaboTas
B HUX, XXenaTenbHO He BBOAUTb Naposiv JocTyna, JIOrMHbl U Kakue-To HoMepa;

2. Ncnonb3yh n OBHOBNAW aHTMBUPYCHble nporpamMmmbl U GpaHamayep. Tem cambiM Thbl
obesonaculb cebs OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

3. MNpu ncnons3osannn Wi-Fi oTknoum yHkyuio "O6wmnn goctyn K pannam u npuHtepam”.
HaHHas yHKUMA 3aKpbiTa NO YMOMYaHUIO, OOHAKO HEKOTOpbIe MOSb30BaTENN aKTUBUPYHOT
ee anga yoobctea ucnonb3oBaHus B paboTe unum yyebe;

4. He ncnonbayn nyonmyHbii WI-FI ana nepegaun nuyHbIX aHHbIX, HAaNpUMep Ang Bbixoga B
coumanbHble CETU U B SNIEKTPOHHYIO NOYTY;

5. Nicnonb3yi Tonbko 3awmeHHoe coeanHeHme vyeped HTTPS, a He HTTP, T.e. npun Habope
Beb6-agpeca BBoan numeHHo "https://";

6. B mobunbHom TenedoHe oTknoun dyHkymio "MogknoveHne k Wi-Fi aBTomaTtnyeckn”. He
AonycKanm aBToMaTUYecKoro noaknoveHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacums.
CoumanbHble ceTu

CoumanbHble CeTU aKTMBHO BXOAAT B Hally XW3Hb, MHOrMe niogu paboTaloT U XMBYT Tam
NOCTOAHHO, a B Facebook yxe 3apernctpmpoBaH munnuapg YenoBek, YTO ABMSETCA OOHOM
ceabMon Bcex xutenen nnaHetbl. MHOrne nonb3oBaTenu He NOHUMALKOT, YTO MHOopMaLus,
pasMmelleHHas UMM B coumarnbHbIX CeTsX, MoXeT ObiTb HangeHa U MCMNofb3oBaHa Kem
YyrogHo, B TOM Yucne He obs3aTenbHO ¢ Brarumm HamepeHUsiMu.

OcHoBHble coBeTbl N0 6e30MaCHOCTM B COLMarnbHbIX CETAX:

1. OrpaHuyb cnucok gpysen. Y 1eba B Apy3bsix HE OOMKHO ObITb CnyYanHbIX N HE3HAKOMbIX
nogen;

2. 3awmwar CBOK YacTHYH XW3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaTy TBOEro
POXAEHNA N OPYrYH NIMYHYIO MHOPMaLMIO. 3MOYMbILLNIEHHUKM MOryT UCMONb30BaTb Aaxe

VIHCbOpMaLl,I/IlO O TOM, KaK Tbl 1 TBOU poaAUTENIN NMITaHNUPYETE NPOBECTN KaHUKYIIbI;



3. 3awumuianr cBoK penyTaumio - AepXu ee B YUCTOTE M 3agaBan cebe Bonpoc: xoten 6bl Thl,
4yTOObI Apyrve nonb3oBaTenyn BUAENU, YTO Tbl 3arpyxaewsb? Nogyman, npexne Yem 4To-To
onybnukoBaTtb, HanUcaTb N 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C NMIOAbMU, KOTOPbIX HE 3Haellb, HE UCMOMb3yi CBOE pearibHoe UMS U
APYTyH NIMYHYIO MHGOPMaLUMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpoYee;

5. N3beran pasmeweHna dgotorpacduin B VIHTepHeTe, rae Tbl M306paXeH Ha MECTHOCTU, NO
KOTOPOW MOXHO onpeaenuTb TBOE MECTOMONOXEHNE;

6. MNpu pernctpauymm B couumanbHOW CeTU HeobXOAMMO MCMNOoNb30BaTb CIOXHbIE Maponu,
cocTosime n3 6yks 1 LUGp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ona couyuwanbHOW CeTW, NOYTbl U APYrMX CamToB HEoBXOOMMO WCMONb30BaTb pasHble
naponu. Torga ecnu Tebs B3MOMalT, TO 3MOYMbILWIEHHUKA MonyvaT AOCTYyn TOMbKO K
OLHOMY MECTY, a He BO BCe cpasy.

OneKTpOHHbIe AeHbrv

OnNEeKTPOHHblE OEHbIMM - 3TO O4YeHb YAOOHbLIM cnoco® nnaTtexen, OOHAKO CyLEeCTBYHOT
MOLLEHHUKWN, KOTOPbIE XOTAT MNOAYYNTb 3TN OEHbLIN.

ONEKTPOHHbIE AeHbrM MNOSABUIUCH COBCEM HELaBHO W UMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcrBax 40 CUX Nop He NPONUCaHO NMPO HMUX B 3aKOHaX.

B Poccun e oHM (PYHKLUMOHUPYIOT M O HUX YXXe MNPOMNMcaHo B 3aKOHe, rae UX pasgensiot Ha
HEeCKOJTbKO BMAOB - aHOHUMHbIE U HE aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOpPbIX paspeluaeTcs npoBoauTb onepauumm 6e3 naeHtudgukaumm nonb3oBaTens, a B
HEeaHOHMMHbIX nAeHTUMKaLNA Nonb3oBaTena ABnseTca 06a3aTenbHON.

Takke cnegyet pasnuyaTb 9fEKTPOHHble bmaTHble OeHbrn (paBHbl FOCYO4apPCTBEHHbLIM
BasntoTam) 1 ANEKTPOHHbIE HehUaTHbIE AeHbIM (HE paBHbI rOCY4apCTBEHHbLIM BantoTam).
OcHoBHble coBeTbl N0 6e3onacHoii paboTe ¢ NeKTPOHHLIMU AeHbraMMu:

1. MpuBskM K cyeTy MOOUMbHLIN TenedoH. JTO camblii YOOOHbLIM M BbICTPLIA cnocob
BOCCTAHOBUTb [OCTYyn K cuyeTy. [MpmBa3aHHbIi TenedoH NOMOXeT, ecnu 3abyaelb CBOW
nraTeXxHbI Naposb UnNn 3amgellb Ha CanT C HE3HAKOMOroO YCTPOUCTBA;

2. Vicnonb3yin ogHopasosble naponu. [locne nepexoda Ha ycurneHHyto aBTopusauuio tebe
yXe He BygeT yrpoxaTb ONacHOCTb KpaXy Unn nepexesaTa nnaTexxHoro napons;

3. Bbibepu cnoxHbin naponb. lNpecTynHukam Gyaet He NpPocTo yragaTb CMAOXHbLIA Naposib.
HapgexHble naponu - 3To naponu, KoTopble cogepXatr He MeHee 8 3HaKOB U BKIOYAKT B
ceba CTpouYHble M MponucHble OyKBbl, LUMMPPbI U HECKONbKO CMMBOJSIOB, TakKME KaK 3HakK
aonnapa, pyHTa, BocKnmuaTenbHbIi 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOOM CBOM NNYHbIE JaHHbIE Ha calTax, KOTOPbIM HEe JoBepsieLlb.

OneKTpoHHas noyrta



OneKTpoHHasA no4yta - 39TO TEXHOMNOrMS M NpPeaocTaBnsieMble €K YCryru No nepecbinke u
NONYyYEHNIO SNEKTPOHHbBIX COOBLLEHUIA, KOTOpblE pacnpenenstoTcs B KOMMbIOTEPHOW CETMU.
O6bl4HO  9NEKTPOHHbIN NOYTOBbIV AWMK  BbIMAAUT  Criegyowum obpasowm:
UMSA_nonb3oBaTena@umsa_aomeHa. Takke Kpome nepegadym npocToro TekcTa, UMeeTcs
BO3MOXHOCTb fnepeaasaTtb pannol.

OcHoBHbIe coBeTbl N0 6e3onacHoi paboTe ¢ 3NEeKTPOHHOK NOYTOMN:

1. Hapo BbiGpaTb NpaBunbHbIA MOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrpoOMHbIN BbIGOP
GecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO fy4lle AOBEPATb TEM, KOro 3Haellb 1 KTO NepBbli
B PEUTUHTE;

2. He ykasbiBai B NMYHOM MOYTE NUYHYK WHopmauumo. Hanpumep, nydwe BblbpaTb
"My3blKanbHbIn_daHaT@" nnn "pok2013" sBmecTto "remal3";

3. Vicnonbayi AByxaTanHyo aBTopusauuio. ITO Korga NnoMUMO Maporst HyXXHO BBOAWUTb Kof,
npuceinaemsln no SMS;

4. Boibepu cnoxHbln napornb. [Ansa KaXaoro noYToBOro SAumka AOMmKeH ObiTb CBOM HAaAEXHbIN,
YCTOMYMBBLIN K B3rIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanmMcaTb CaMOMYy CBOW JIMYHbIA BOMPOC, WCMNONb3yW 3Ty
BO3MOXHOCTb;

6. Wcnonb3yil HECKONbKO MOYTOBbLIX HAWMKOB. [lepBbli ANA 4acTHOW MNepennucku C
agpecatamu, KOTOPbIM Tbl fOBEpPSELLb. OTO 3MEKTPOHHbIA aapec He HafZo NCNoNb3oBaTb NpuU
perncTpaunn Ha popymax u canTtax;

7. He oTkpbiBai harinbl n gpyrne BROXeEHUs B NMUCbMax, AaXKe €Criv OHM MPULLN OT TBOMUX
apy3en. Jlyywe yTouHn y HUX, OTNPaBnsanuv nn oHn Tebe atn dannsi,

8. lNocne okoH4YaHWsa paboTbl Ha MOYTOBOM CEPBUCE NEpPe 3aKpblTUEM BKIAAKN C CAaUTOM He
3abyab HaxaTb Ha "Bbintun".

KnubepbynnuHr nnv supTtyanbHoe UsgesaTenbCcTBO

KnbepbynnuHr - npecnegoBaHme COOBLIEHNAMK, COAepXKaLMMM OCKOpOneHuns, arpeccuto,
3anyrvBaHue; XynuraHctBo; couuanbHoe OO0MKOTUPOBaHME C MOMOLLbIO  PasfMYHbIX
WHTEPHET-CEePBNCOB.

OcHoBHble coBeThbl N0 60pLbe ¢ kMbepObynMHrom:

1. He 6pocarica B 6oi. Jlyywmnin cnocob: nocoBeToBaTbCA Kak cebsi BECTU U, €CNIM HET TOro, K
KOMYy MOXHO 006patuTbCs, TO BHadane ycnokouTbcA. Ecnu Tbl HayHewb oOTBeYaTb
ockopBneHnamMn Ha ockopOneHns, TO TONbKO eLle 6onblue pasoXKeLlb KOH(INKT;

2. Ynpasnsau cBoen knbeppenyTtaumen;

3. AHOHUMHOCTb B ceTn MHUMas. CyLecTBYHOT Cnocobbl BbISCHUTb, KTO CTOUT 3@ aHOHVMHbIM

aKKayHTOM;



4. He cTouT BECTU XynuraHcku obpas BMpTYyanbHOWN Xn3Hu. VIHTepHeT comMkcupyeTt Bce TBOU
AENCTBUS N COXpaHSET Ux. Yaanutb nx 0yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnogan cBo BUPTYyarbHY YeCTb CMOSoay;

6. WrHopupyii eguHuyHbli HeratmB. OAHOpa3oBble OCKOPOUTENbHbIE COOOLIEHNA nyylle
urHopupoBaTb. OBbI4YHO arpeccua nNpekpaLlaeTcs Ha HayanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOOLLUEHUSIMU, B COUManbHbIX
CETSAX €CTb BO3MOXXHOCTb BMOKMPOBKM OTNPaBKN COOBLLEHNI C ONpeaeneHHbIX agpecos;

8. Ecnn Tbl cBupetenb kubepbynnuHra. TBOM  OEUCTBUSA:  BbICTYNUTb  MNPOTUB
npecnegoBaTens, nokasartb emy, YTO ero AeNCTBMUA OLeHMBAKTCS HeratMBHO, NogaepxaTtb
XEepTBY, KOTOPOM HYXXHa MCUXONormyeckass MOMOLlb, COOOWUTbL B3pOCnbiM O dhakTe
arpeccuBHOro NOBELEHUS B CETH.

Mo6unbHbI TenegoH

CoBpemeHHble cMapTdOHbI U NaHWweTbl cogepkaT B cebe BrnonHe B3pOCnbIn oyHKLMOHan,
N Tenepb OHW MOTYT KOHKYpUpOBaTb CO CTauMOHapHbIMU KOMMNbioTepamu. OgHako, cpeacTs
3aWmThl Ang Nogo6bHbIX YCTPOMCTB NOKa OMeHb Mano. TeCcTUpoBaHUE M NOUCK YA3BUMOCTEN B
HMUX MPOUCXOAUT He TakK UHTEeHCUBHO, kak Ans K, To ke camoe kacaeTca U MOBUMbHbIX
NPUNOXEHNNA.

CoBpemeHHble MObBunbHble Gpay3epbl YXXe MPakTUYeCKN AOorHanu HacTofibHble aHanoru,
OOHaKO pacwmpeHne yHKUMOHana Bne4vyeT 3a cobon GonblUy CIOXHOCTb U MEHbLUYHO
3aLUNLLEHHOCTb.

[aneko He Bce nNpou3BOAUTENWN BbINYCKAOT OOHOBMEHWSA, 3aKpbiBaKOLME KPUTUYECKME
YA3BMMOCTM OJ151 CBOUX YCTPOWNCTB.

OcHoBHbIe coBeTbl ans 6e3onacHOCTU MOOUbHOro TenedgoHa:

e Hwuyero He saBnsieTcs no-HacTtosiwemy OecnnaTtHbiM. Byab OCTOpoOXeH, BeAb Korga
Tebe npegnararoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObiTb CKPbITbl KakMe-TO nnaTHble
ycnyru,

e [lyman, npexae 4yem otnpaButb SMS, oTo mnm Bngeo. Tbl TOYHO 3HAELb, FAE OHU
OyayT B KOHEYHOM UTOre?

e HeobxogMmo 0GHOBMATL ONepaLMOHHYH CUCTEMY TBOErO CMapTAOHa;

e lcnonb3yin aHTUBUPYCHbIE NPOrpaMmbl ANA MOOUIbHbLIX TENEdOHOB,

e He 3arpyxan npunoXxeHnsa oT HEM3BECTHOrO UCTOYHWMKA, BeQb OHWM MOryT coaepaTb
BPeOOHOCHOE NporpaMmMHoe obecneyeHue;

e [locne Toro Kak Tbl BbligelWb C calTa, rae BBOAWN NUYHYKO MH(OopMauuio, 3angm B
HacTpovikn bpay3sepa n yganm cookies;

o nepVIOLI,I/I‘-IeCKM I'IpOBepFIVI, Kakme nnatHble YCIyrn aktuBupoBaHbl Ha TBOEM HOMEPE;



e [laBan cBou HOMep MOBUMbHOro TenedoHa TOSMbKO MAAM, KOTOPbIX Tbl 3HaeWb W
KOMY JoBepseLLb;
e Bluetooth gomkeH ObITb BbIKMOYEH, KOorga Thl UM He nonb3yelwbes. He 3abbiBan
MHOra NpoBepsiTb 3TO.

Online vrpbl
CoBpemMeHHble  OHMauH-Urpbl - 3TO  KpacoyHble, 3axBaTbiBalLne pasBieyeHus,
06beaANHAOLLME COTHU ThICAY YenoBeK No BcemMy Mupy. VIrpoku nccnenyroT AaHHbIA UM MUp,
obuwiaoTca gpyr ¢ ApYroMm, BbIMNOMHAT 3afaHus, CPpaXarTCA C MOHCTpaMu U nonydarT
onbiT. 3a yOOBONbCTBME OHW MNNATAT: MNOKyNawT AUCK, onfnavvMBaloT aboHeMeHT wunu
npuobpeTaroT Kakne-To onuumn.
Bce a3t cpenctea MayT Ha nogaepXaHue 1 passuTue Urpbl, a Takke Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMblI aBTOpM3aLMK, BbINyCKalOTCA HOBble natum (Undposble
3annartku 4ns nporpamMmm), 3akpbiBarOTCA YsI3BMMOCTU CEPBEPOB.
B nogobHbIX nrpax CTout onacatbCa He CTOSIbKO CBOMX COMEPHWMKOB, CKOSIbKO KpaXknm TBOEro
naponsi, Ha KOTOPOM OCHOBaHa cucTema aBTopusaumm 60MbLUNHCTBA UrP.
OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro UrpoOBOro akkayHTa:
1. Ecnu gpyron nrpok Beget cebs nnoxo unm cosgaet Tebe HenpuATHOCTU, 3abnoKnpyn ero
B CMUCKE UIPOKOB;
2. MNoxanyncsa agMuHUCTpaTopaM Urpbl Ha Mroxoe noBefeHue 3TOro Urpoka, xenatenbHo
NPUNOXNUTb Kakne-To JoKa3aTenbCTBa B BUAE CKPUHOB,
3. He ykasbiBai nM4Hyt0 MHGopMauuio B npodainsie urpbl;
4. YBaxaun gpyrmx y4acTHUKOB MO Urpe;
5. He yctaHaBnuBean HeodmumanbHble natym n Mogbl;
6. icnonb3yn CnoXxHble U pasHble Naponu;
7. [Jaxe BO BpemMs MUrpbl He CTOUT OTKMYaTb aHTMBMpyC. [loka Tbl urpaewb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.
DULLIMHT UNK Kpaxka NUYHBIX AaHHbIX
OB6bIYHOM Kpaxken AeHer N LOKYMEHTOB CEerofHsl Y>Xe HUKOro He yaAMBULLIb, HO C pasBUTUEM
WHTEPHET-TEXHOMOMMN  3MOYMBILUSNIEHHUKN MNepeMecTUriMCb B UHTEPHET, U NpodosmKaroT
3aHMMaTbes "ndumbiM" genom.
Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLUEHHUYEecTBa WM OULLKWHI, FnaBHaa LUenb
KOTOPOro COCTOUT B MOSyYEHUM KOH(PUAEHUMANbHLIX OaHHbLIX MOonb3oBaTenen - forMHoOB M
naponeun. Ha aHrnuinckom s3bike phishing uMtaetcs kak douwmnHr (ot fishing - peibHasa nosens,
password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ pULMHIOM:



1. Cneawn 3a cBouM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSA aHkeTa Oblna B3rOMaHa,
TO Heobxoammo 3abnokmpoBaTb €e U COObWNTL agMUHUCTpaTopam pecypca 06 3TOM Kak
MOXHO CKOpee;

2. WNcnonb3yn 6Ge3onacHble BeO-calTbl, B TOM YMCIE, MHTEPHET-MarasmHOB U MOWUCKOBbIX
cuUcTewm;

3. Wcnonbayh cnoxHble M pasHble naponu. Takmm obpasom, ecnu Tebs B3nomarT, TO
310YMbILLNIEHHUKM NOoMyYaT AOCTYN TOMbKO K OOHOMY TBOEeMY NpOodurio B CETU, @ He KO BCEM;
4. Ecnn T1ebsa Banomanu, ToO HeOBXOOUMO npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaeneHbl y Teba B Apy3bsaX, O TOM, 4YTO Tebs B3nomanu u, BO3MOXHO, OT TBOEr0 UMEHM
OyaeT paccbinaTbCAa cnam U CCbISIKM Ha PULLIMHIOBbIE CalTbl;

5. YcraHoBu HagexHbln napornb (PIN) Ha MobunbHbI Tenedor;

6. OTKNO4YM coxpaHeHne napons B bpaysepe;

7. He oTkpblBait hannbl U gpyrne BAOXEHUS B MUCbMaXx, AaXe eCflv OHW NPULLM OT TBOUX
Apy3en. Jlyyiwe yTouHn y HUX, OTNpaBnsnm nn oHn Tebe aTtn cannsbl.

Lincdbposas penytauus

Lindpposas penyTtaumsi - 3T0 HeratmBHad wunu nNo3uTUBHAs WHGoOpMauus B ceTu o Tebe.
KomnpomeTupyrowaa wHpopmaumsa, pasmelleHHas B WHTEPHETe, MOXET Cepbe3HbIM
006pa3om OTpasnTbCH Ha TBOeWN pearnbHOM xu3Hu. "Lindposas penytayms” - aTo TBOM UMUAX,
KOTOpbIN hopmmpyeTcsa 13 nHdopmauumn o Tebe B MHTEPHETE.

TBOE MecTO XuTenbCcTBa, y4ebbl, TBOE (PMHAHCOBOE NOMNOXeHne, 0COBEHHOCTN xapakTepa u
pacckasbl 0 6M3KMX - BCe 3TO HaKanIMBaeTCs B CETU.

MHoOrme nogpoCTKM FNErkoOMbICIEHHO OTHOCATCA K nybnukaumm InUYHOW MHGOpMauun B
NHTepHeTe, He NOHMMAasa BO3MOXHbIX MOCMEACTBUN. Thbl JaXe He CMOXelb goragaTbCs O
TOM, 4YTO dpoTorpacdms, pasmelleHHasa 5 neT Hasag, ctana npuUyYMHOM oTKasa NPUHATL Tebs
Ha paboTy.

KommeHTapuu, pasmelleHne TBoux dotorpadui n gpyrne OercTBUA MOryT He UCYE3HYTb
Aaxe nocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHUm 3Ty MHAOpMauuio,
nonana nn oHa B MOUCKOBbIE CUCTEMbI M COXPaHUAch NN OHa, a rfaBHOE: YTO NoA4YMalT O
Tebe okpyxarwlwme ngu, KoTopble HanayT U yBUOAT 3T0. Hantm mHdpopmayuio MHOro net
CrycTa CMOXeT Nobon - kak n3 4obpbIX NOBYXXAEHUIW, TaK U C HAMEPEHUEM NPUYUHUTL BPea.
OTO MOXeT BbITb KTO YyrogHo.

OcHoBHbIe COBETHI MO 3alnUTe LUPOBOIA penyTaLuuu:

1. MNogyman, npexge 4Yem 4TO-TO nNybnvkoBaTb WM nepedasaTb y cebss B 6rore vnmn B
couuarnbHoOn ceTw;

2. B HacTporkax npoduns yctaHOBW OrpaHUYeHUs Ha MPOCMOTP TBOEro npoduns n ero

COAEepXXMMOro, caenam ero Tofnbko "ansa apysen”;



3. He pasmelyan n He ykasbiBan MHOPMaLMIO, KOTOpasa MOXET KOro-nmbo ockopbnate unm
obuxaTb.

ABTOpCKOE npaBso

CoBpemMeHHble LUKOMbHUKM - aKTUBHbIE MOSib3oBaTenu UndpoBoro npoctpaHcTBa. OgHako
Aaneko He BCe 3HaKT, YTO MOMb30OBaHWE MHOMMMU BO3MOXHOCTSAMWU LMEPOBOro mupa
TpebyeT cobniogeHnsa npaB Ha NHTENNEKTyanbHyt0 COBCTBEHHOCTb.

TepMyH "MHTENnNekTyanbHass COOCTBEHHOCTb" OTHOCUTCA K pPasnUYHbIM  TBOPEHUAM
YenoBevyeckoro yma, HayMHass C HOBbIX M300peTeHuMi Uu  3HaKkoB, 0603HaYarLMX
COOCTBEHHOCTb Ha MNPOAYKTbl W YCRyrn, W 3akaHumBaa KHuramu, doTtorpadpumsamu,
KMHOUITbMaMK U My3blKarbHbIMW NPOU3BEeAEHUSAMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNEKTyanbHyt COOBCTBEHHOCTb Ha MpPou3BeAEHUS
HayKku, nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTynaloT B Ka4eCTBE rapaHTuu TOro,
YTO WHTENNEKTyanbHbIA/TBOPYECKUA Tpyn asTopa He 6ydeT HanpacHbiM, Jact emy
crnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro TpyAda, MNonyvvTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelleHns aBTopa He MOXeT BOCMPOU3BOAUTb €ro
npounssegeHne, pacnpocTpaHaTb, Ny6AMYHO 4eMOHCTPUPOBaTb, NpogaBaTth, MMNOPTUPOBATS,
nyckaTb B NpokKaT, Ny6rnm4HO NCNONHATL, NOKa3biBaTb/MCNOMNHATL B 3chmpe nnun pasmewaTb B
NHTepHeTe.

Mcnonb3oBaHne "nupatckoro" nporpamMHOro obecnevyeHus MOXeT MpPUBECTM K MHOMUM
puckam: OT NOTepWU AaHHbIX K TBOMM akkayHTam A0 OrnoKMpoBKM TBOEro YCTPOWCTBA, rae
yCTaHOBMeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLIECTBYHOT
neranbHble 1 6ecnnaTHble NPorpaMMbl, KOTOPbIE MOXHO HaUTU B CETMU.

O noptane

CeTeBMYOK.pc - TBOW rMNaBHbIN COBETYUK B CETU. 34EChb Thl MOXELLUb Y3HaTb 0 6e3onacHOCTH
B CETW MOHATHbIM W AOCTYMNHbIM SA3bIKOM, @ NPU BO3HWKHOBEHUW KPUTUYECKOW CUTyauuu
obpaTnTbCs 3a COBETOM. A Takke MPUHATbL y4acTMe B KOHKypcax U cTaTb CambiM LMPOBbIM

rpaxkgaHmHom!



MpunoxeHne N 3
NAMATKA ONnA POAUTENEA OB MHOOPMALIMOHHOW BE3OMNACHOCTW OETEN

OnpeoeneHve TepMuHa "MHOpPMaUMOHHass 6e3onacHocTb [geTen" coOoepXxutcs B
®epepanbHom 3akoHe N 436-P3 "O sawuTe geten oT MHPoOpMaLUK, NPUYMHSAIOLLEN Bpea UX
3[0POBbI0 M PasBUTUIO", PErynmpyowmmMm OTHOLUEHWS, CBA3aHHble C 3aluToW AeTen oT
MHOpMaUMN, NPUYUHAKOLWEN Bped WX 340POBbI0 U (Mnun) passuTuio. CornacHo gaHHOMY
3aKOHY "MHGOpMaunoHHas 6e3onacHoCTb AeTen" - 3TO COCTOSIHME 3alULEeHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHNEM UHGOPMaUMENn Bpeaa Ux 340poBbHO
n (Mnn) Pusn4eckomy, NCUXMYECKOMY, YXOBHOMY, HDABCTBEHHOMY PasBUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 nHdopmaumnen, NpUUNHAIOLLEN Bpen 340PO0BbI0 U
(nnn) pasBuTUO OeTEN, ABISETCA:
1. ntHdopmaLma, 3anpeLLeHHas ans pacnpocTpaHeHns cpean OeTen;
2. WMHdopmMaunda, pacnpocTpaHeHWe KOTOPOM OrpaHM4YeHO cpean aeTten onpeneneHHbIX
BO3PACTHbIX KaTeropumn.
3. K Hdopmauuu, 3anpeLLeHHon Ans pacnpocTpaHeHusa cpeam aeten, OTHOCUTCS:
4. nHpopmaums, nobyxgarowan geTen K COBEPLUEHNIO AeNCTBUN, NPeacTaBnaoWwmx yrposy
WX XXU3HU 1 (MNn) 340POBbIO, B T.4. MPUYMHEHUIO Bpeda CBOEMY 300POBbI0, CAMOYOUIACTBY;
5. cnocobHoCTb BbI3BaTb Yy [AeTen xenaHue YynoTpebuTb HapKoTUYeckne cpencrea,
NMCUXOTPONHbIE U (MNKN) oQypMaHMBaloLMe BellecTBa, TabayHble M3Lenus, ankorofibHy U
cnvpTocodepXallyto MNPOAyKUMIO, MUBO W HaNWTKW, W3roTaBfiMBaemMble Ha €ro OCHOBE;
NPUHATbL y4acTue B a3apTHbIX MUrpax, 3aHMMaTbCA NPOCTUTYUMEN, BPOOsKHUYECTBOM MU
NoNpPOLLIAaNHNYECTBOM;
6. obocHoBbIBalOWAs unu onpaeabiBaroliast 4oNyCTUMOCTb Hacumnust U (Unm) >KeCcTOKOCTU
nmbo nobyxparLasa ocyLecTBATb HACUNbCTBEHHbIE ENCTBUSA NO OTHOLLEHWUIO K NI0AM U
XNBOTHbIM;
7. oTpyualwwasa ceMerHble LEHHOCTU N POPMUPYIOLLAas HeyBaXXeHWe K poautensm u (unu)
APYrMM YrieHam CeMbM;
8. onpaegbiBaloLas NPOTMBONPAaBHOE NOBELEHME;
9. cogepxalyasn HeleH3ypHYHo BpaHb;
10. copepxallas nHdopmaLmio NopHorpaguyeckoro xapakrepa.
K wunHdpopmaumn, pacnpocTtpaHeHue KOTOpOM OrpaHMYeHO cpeau OeTen onpenereHHoro
BO3pacTa, OTHOCUTCA:
1. wHdopmaumd, npencrtaBndemMasi B Buae M300paKeHUs WM OMUCaHUSA KECTOKOCTMU,
dunanyeckoro  u - (UNKM)  MNCUXMYECKOrO0  Hacunus,  MNPEeCTynneHns UM UHOro

aHTMOGLLECTBEHHOrO AEeCTBUS;



2. Bbi3blBaOWAsa y geTen CcTpax, yXac WM nNaHuky, B T.4. NpeacTaBnsiemMass B Buae
N300paXeHNa WNu ONUCaHUA B YHWXAaOLWENW YernoBe4YyecKoe [OOCTOMHCTBO dhopme
HeHacuUnbCTBEHHOW cMmepTu, 3aboneBaHus, camMoybuicTBa, HeC4YacTHOro cryyas, aBapuu
nnun katacTpodbl U (MNn) X NOCNEACTBUN;

3. npencraBndemasi B BUAEe M300paKeHUs UM OMUCaHUS MOJSIOBbIX OTHOLUEHUW MeXay
MY>KYUHOWN U XKEHLLNHOW;

4. cogepxallasa bpaHHble CNoBa M BbipaXXeHUS, HE OTHOCSALLMECS K HELEH3YPHOMN BpaHu.

C y4detom atoro Bam npegnaratotca npasuna pabotbl B ceTu VIHTepHeT ans pasnunyHbIX
BO3pPACTHbIX KaTeropui, cobrnogeHue KOTOpbIX MO3BONMUT obecneyunTb MHGOPMAaLMOHHYHO
©e3onacHOCTb BalUUX AETEMN.

O6wume npasuna ons pogurenei

1. HesaBucmmo oT Bo3pacta pebeHka uWCnonb3ynTe nporpammMHoe obecnedeHue,
nomorawulee uNbTpoBaTb W KOHTpONMpoBaTb WHGOPMauUUo, HO He nofnaranTech
MOMHOCTbIO Ha Hero. Bawe BHMMaHue K pebeHKy - rnaBHbI METOA 3aLUThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha ogHOM M3 couuanbHbix cepsucoB (LivedJournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO U3y4YnTe, KaKyrd UHGOPMaLUIO NoMeLaroT
€ro y4acTHUKKN B CBOMX Npodounsax n bnorax, Bknovas potorpacum 1 BMaeo.

3. lNMpoBepbTe, C KakKMMKU OpyruMu canTamu CBS3aH couuanbHbli cepBuc Bawero pebeHka.
CtpaHunukn Bawero pebeHka moryT ObiTb 6€30nacHbIMK, HO MOTYT U COAEPXKaTb CCbISIKA Ha
HexenaTtesnbHble U OnacHble canTbl (Hanpumep, NMOPHOCAWT, UMW CaWT, Ha KOTOPOM Apyr
ynoOMMHAET HOMepP COTOBOro TenedoHa Bawero pebeHka unu Baw gomalwHuin agpec)

4. Moowpsante Bawwnx getenr coobwatb 060 BCEM CTPaHHOM WAWM OTTanKMBAOLLEM U He
CINULLIKOM OCTPO pearnpymTte, Korga OHM 3TO AenarT (M3-3a onaceHusi noTepsTb JOCTyn K
NHTEpHETY AeTn He roBOpAT poauTensam o npobnemax, a Takke MOryT HayaTb MCNOoMb30BaTh
NHTepHeT BHE AOMa U LLKOSbI).

5. byabTe B Kypce ceTeBOM XM3HM Bawero pebeHka. VIHTepecymTecb, KTO uUX Apy3bs B
MHTEpHET TakK e, Kak MHTEepecyeTecb pearnbHbIMU OPY3bSMU.

Bospact ot 7 fo 8 net

B WMHTepHeTe pebeHOK cTapaeTcsa MOCETUTb TE€ WM WHblE CalTbl, @ BO3MOXHO W 4arthbl,
paspelleHne Ha rMnoceleHne KOTOpbIX OH He nonyuun Obl oT pogutenen. [loatomy
poantTenam ocobeHHO nonesHbl ByayT Te OTYEeThl, KOTOPblE NPEAOCTaBNATCA NPOrpaMmmMmamMmm
No OrpaHMYEeHno NCNonb3oBaHusa MIHTepHeTa, T.e. PoOMTENbCKUA KOHTPOSb UMK TO, YTO Bbl
CMOXeTe yBUAETb BO BPeEMEHHbIX (hannax. B pesynbtarte, y pebeHka He ByaeT owyuieHus,
YTO 32 HMM BeAETCHA MOCTOAHHBIM KOHTPOSb, OAHAKO, poauTenu ByayT no-npexHemy 3HaTb,
KakMe canTbl nocewaetr ux pebeHok. [etn B gaHHOM Bo3pacTe ob6rnagatoT CUMbHbIM

4yBCTBOM C€MbW, OHN OOBEPYMBBI U HE COMHEBAKTCA B aBTOPUTETAX. OHun nobar nurpatb B



ceTeBble Urpbl 1 NyTeWwecTBOBaTb MO VIHTEPHETY, MCNOMb3ys SNEKTPOHHYI0 MOYTY, 3aXo4uTb
Ha CalTbl N YaTbl, HE PEKOMEHAOBAHHbIE POANTENSMN.

CoBeTbl Nno 6e3onacHocTu B cety MIHTepHeT ans aetei 7 - 8 net

1. CospanTe cnMCOK OoMallHMX MpaBun noceweHns VIHTepHeTa npu yvactum peten u
TpebyiTe ero BbINOMHEHWS.

2. Tpebynte oT Bawero pebeHka CcobMOOAEHNA BPEMEHHbIX HOPM HaxOXOeHus 3a
KomnbtoTepoM. [Nokaxute pebeHky, 4To Bbl HabnogaeTe 3a HUM He noTomy 4to Bam aTto
Xo4yeTcs, a noToMy 4T0 Bbl 6ecnokontech o ero 6e3onacHOCTU 1 Bcerga rotoBbl eMy NOMOYb.
3. KomnbloTep ¢ nogknoyeHnem K MIHTepHeTy OOMmKeH HaxoauTbCs B 00LWen komHaTe noA
NPUCMOTPOM poauTeNnen.

4. Vicnonb3yinTe cneunanbHble 4eTCKMEe NONCKOBbIE MaLUUHBI.

5. Ncnonb3ynTte cpencrtea GrOKMPOBaHMUS HEXENaTeNbHOro KOHTEHTA KakK OOMOSIHEHME K
cTaHgapTHOMYy PoanTenbCkoMy KOHTPOSHO.

6. Cospante CeMenHbI SNEKTPOHHbIA AWUK, YTOObl He MO3BONMUTL AeTaAM UMETb
cobCcTBEHHbIE agpeca.

7. Bnokupynte pgoctyn k cantam ¢ ©OecnnatHbiMM MOYTOBBIMU ALMKAMUM C MOMOLLBIO
COOTBETCTBYIOLLLErO MPOrpaMmMHOro obecneyeHuns.

8. [llpuyunte peten coseToBaTbCcs C Bamu nepen onybnukoBaHnem Kakom-nmbo
MHoOpMaUMM cpeacTBaMn  3MEKTPOHHOM  MOYTbI, 4aToOB, PEerncTpaumoHHbIX ¢opM U
npodounen.

9. Hayuute geten He 3arpyxaTb ¢ainbl, NporpaMmmMbl UM My3biKy 6e3 Ballero cornacus.

10. He paspeluanite getam ncnonb3oBaTb Cry>KObl MTHOBEHHOTO 0OMeHa COoBLLEHNSIMN.

11. B "6enbIn" cnncok camToB, paspelleHHbIX NS NOCELleHUsl, BHOCUTE TONbKO CauTbl C
XopoLluen penytaymnen.

12. He 3abbiBarite 6ecegoBaTtb ¢ AeTbMn 06 nX Apy3bsax B VIHTepHeTe, kak ecnu Obl peyb
Lna o Apy3bsix B peanbHON XXU3HW.

13. He penarite "taby" n3 BonpocoB NOMOBOW XM3HW, TaK Kak B /IHTepHeTe 4EeTM MOryT nerko
HaTKHYTbCSA Ha NopHorpaduio unu canTsl "Ans B3pocnbIx".

14. Mpuyunte Bawero pebeHka coobuwiate Bam O NOObLIX yrpo3ax unm TpeBorax, CBA3aHHbIX
¢ WHtepHeTomM. OcTaBanTeCb CMOKOMHBLIMU U HaNOMHUTE OETAM, YTO OHW B He3onacHoCTH,
ecnm caMmm pacckasanu BaM O CBOMX TpeBorax. [loxsannte nx n nocoBeTymnTe NOAOUTU eLle
pa3 B Nogo0HbIX criyvasx.

BospacTt geteni ot 9 oo 12 net

B pmaHHOM BoO3pacTe AeTu, Kak MNpaBuio, YXe HacrbllaHbl O TOM, Kakas uHdopmaums

CylecTByeT B MHTepHeTe. COBepLIJeHHO HOpMarsibHO, YTO OHU XOTAT 3TO yBUAOETb, NMPOYECTb,



ycnblwaTtb. [1py 9TOM HY>XHO MOMHUTbL, YTO OOCTYN K HexenaTenbHbIM MaTepuanam MOXHO
nerko 3abnoknposaTtb Npy NOMOLLM cpeacTs PoomTenbCcKoro KOHTPons.

CoBeTbl No 6e3onacHocTu Ana geten ot 9 Ao 12 ner

1. CosganTe CNUCOK AOMAaLIHMX NpaBuil noceweHns WHTepHeT npu ydyactum aeten u
TpebyiTe ero BbINOMHEHWS.

2. Tpebyinte ot Bawero pebeHka cobnogeHnsi HOpM HaxoXOeHUs 3a KOMMbOTEPOM.

3. Habnwopgarite 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKaXxuTe emy, 4To Bbl
BecnokonTechb 0 ero 6e30MacHOCTU U BCeraa roToBbl OKasaTb €My MOMOLLb.

4. KomnbloTep € nogkntoveHneMm B MIHTEpHET OOMMKeH HaxoauTbCca B oOuier KomHaTe noj
NPUCMOTPOM poauTeNnen.

5. Vicnonb3yinte cpencrtBa ONOKMPOBaHUA HeXenaTternbHOro KOHTEHTA Kak [OMOSIHEHWE K
cTaHgapTHoMy PoauTenbCcKoMy KOHTPOSHO.

6. He 3abbiBainTe npuHMMaTb HEMOCPEACTBEHHOE yYyacTue B XM3HU pebeHka, becegoBaTtb C
AetbMu 06 nx opy3bax B MIHTepHeTe.

7. HactamBanTe, 4TOoObI AETWN HUKOrAa He cornawlanncb Ha NIYHbIe BCTPEeYn C Apy3bsaMu No
NHTepHeTy.

8. lNMo3Bonante getam 3axoauTb TONMbKO Ha canTbl U3 "6enoro" cnucka, KOTopbIn co3ganTte
BMECTE C HUMM.

9. MNpuyuynTte geten HMKOrga He BblgaBaTb JNIMYHYKO MHOPMALMIO cpeacTBaMu SNEKTPOHHON
NnoYTbl, 4aToOB, CUCTEM MFHOBEHHOro OOMeHa COOOLEHMAMU, PErucTpaumoHHbIX opm,
NNYHBIX Npodunen n Npu perncTpaumm Ha KOHKypcbl B MIHTepHeTe.

10. MpuyunTte peten He 3arpyxaTtb nporpammbl 6e3 Bawero paspelweHms. O6bacHUTe um,
YTO OHM MOTYT CNyYaWHO 3arpy3uTb BMPYCbl WKW LPYroe HexenaTtenbHoe MporpaMMHoe
obecneyeHne.

11. Cospante Bawemy pebeHKy OrpaHMYeHHyK YYeTHyK 3anucb Ans paboTbl Ha
KOMMblOTEPE.

12. MNpuyunte Bawero pebeHka coobuiatb Bam 0O nobbIX yrpo3ax unm TpeBorax, CBA3aHHbIX
¢ NHTepHeTOoM. HanomHuTe geTsam, 4To oHM B 6e3onacHOCTU, ecnn camMu pacckasanu Bam o
CBOWX TPeBOrax u onaceHusx.

13. Pacckaxute getam o nopHorpadum B IHTEpHETE.

14. HactamBarnte Ha TOoM, 4TOOblI AeTU NpeaoCcTaBnsinM BaM LOCTYMN K CBOEW 3NEKTPOHHOM
noyrte, YTobbl Bbl y6eaMnnchb, YTO OHN He 0BLLalTCa ¢ HE3HAKOMLAMM.

15. O6bsACHUTE OeTAM, YTO HeMb3s MCMNOSb30BaTh CETb ANA XyNMraHCcTBa, pacnpoCTpaHeHs

CNMETEH UMK yrpos.



Bospact getent ot 13 oo 17 net

B aoTom BO3pacTe nogpoCTKM aKTMBHO WCMOMb3YHT MOUCKOBbIE MAaLUUHbI, MOMb3YHTCS
3NEKTPOHHON MNOYTON, cnyx6amm MrHOBEHHOro obmMeHa COOBLLEHNAMM, CKaYMBaKOT MY3bIKY U
dunbmbl. Manbynkam B 3TOM Bo3pacTe 6onblle No HpaBy CMeTaTb BCE OrpaHUYEHUs, OHU
XaxagyT rpyboro rtomopa, asapTHbIX Urp, KapTUHOK "ans B3pocnbiX". [JeBoYkn npegnovmtaroT
obwartbcss B 4YaTax, NpuM 9TOM OHW ropas3go 6onee 4YyBCTBUTESNbHbI K CEKCyarbHbIM
AomoraTtenscteam B NIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe poauTensiM YyXe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX
AeTen, Tak Kak 06 NHTEpHETE OHM yXKe 3HaKT 3HaYMTENbHO Gonblue CBOMX poauTenen. Tem
He MeHee, He oTnyckamTe geten B "cBobogHoe nnasaHue" no WHTtepHety. CtapanTtecb
aKTMBHO y4yacTBoBaTb B 06LeHnn pebeHka B MIHTepHeTe.

BaxHO no-npexHemy cTporo cobnogatb npasuna VHTepHeT-6e30macHOCTU - cornalleHue
mMexay poautenamm n getbeMun. Kpome Toro, HEOBX04MMO Kak MOXHO 4alle npocMaTpmBaTth
oT4yeTbl O peaTenbHocTM paeten B WHTepHeTe. Cnegoyetr o6patuTb BHUMaHME Ha
HeobXxoOMMOCTb cofdepXaHusa pPOoAUTENbCKUX Maponen (naponer agMWHUCTPATOpoB) B
CTPOrom cekpeTte 1 obpaTuTb BHUMAHWE Ha CTPOroCTb 3TUX Naposien.

CoBeTbl N0 6e3onacHoCcTn B 3TOM Bo3pacTe oT 13 oo 17 net

1. Co3gante CNUCOK AOMaLUHUX NpaBun noceleHns VIHTepHeTa npu yyacTum nogpocTKOB U
TpebynTe 6e3ycrnoBHOro ero BbinonHeHus. O6roBopute ¢ pebeHKOM CMMCOK 3anpeLleHHbIX
cantoB ("4epHbI cnucok"), Yacbl paboTbl B WMHTepHeTe, pyKoBOACTBO MO OOLUEHMIO B
WNHTepHeTe (B TOM yncre B YaTtax).

2. KomnbtoTep € NOAKMIOYEHNEM K CETU VIHTEPHET LOMKEH HAaXOANTLCA B 00LLEl KOMHAaTe.

3. He 3abbiBanite 6ecepoBatb ¢ getbMm 06 mx Opy3bsix B WHTepHeTe, O TOM, YEM OHMU
3aHATbLlI TakMMm obpasom, ByaTo peyb MOET O ApPy3bsAX B pearnbHOM Xu3Hu. CnpalumBante o
nogax, C  KotopbiMu getn  obwalTcs nocpeactBoMm  cnyxb MrHoBeHHoro obmeHa
coobLeHnammn, 4Tobbl yoeanTbCs, YTO 3TN NI0AN UM 3HAKOMBI.

4. Mcnonb3yrTe cpenctBa OMNOKMPOBAHUA HEXenaTenbHOro KOHTEeHTa KakK LOMOSHEHne K
cTaHgapTHOMy PoanTenbCkoMy KOHTPOSTH.

5. HeobGxogumo 3HaTb, KakumMym datamu nonb3dytotca Bawwm pgetn. [MoowpsiiTe
NUCnonb3oBaHWe MOoLEepPUPYEMbIX Y4aTOB W HacTauBanWTe, 4ToObl OeTn He obwanucb B
npUBaTHOM pexunmve.

6. Hactanante Ha ToM, 4TOBbl AETN HUKOr4a He BCTpeYyanucb IMYHO C APY3bAMU U3 CETU
NHTepHer.

7. lNMpuyunTte geTten He BblgaBaTb CBOK JIMYHYKO MHGOPMaUUIO cpeacTBamMu SNEKTPOHHON
noyTbl, 4YaToOB, CUCTEM MrHOBEHHOro obmeHa COOBLWEHUSMN, PErncTPaLMOHHBIX COPM,

NMYHBIX Npodunen 1 Npu perncTpaumm Ha KoHKypchl B IHTepHeTe.



8. MNpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO
OHW MOryT CRNyYalHO 3arpy3uTb BMPYCbl WNW [OpYyroe HexenaTternbHoe MporpaMmmHoe
obecneyeHue.

9. Mpuyunte Bawero pebeHka coobuwaTb Bam 0 MbbIX yrpo3ax Unn TpeeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe getam, 4to oHM B 6e30macHOCTU, ecriv camu pacckasanu Bam, O
CBOMX yrposax unu Tpesorax. [loxBanute nx n NocoBeTyinTe NogonTn ewle pas B NogOo0OHbIX
cny4vasix.

10. Pacckaxunte getam o nopHorpacpumn B NHTepHeTe. Nomornte nm 3awmtmuTbcs OT cnama.
HayunTte nogpocTkoB He BblaaBaTb B VIHTepHeTe cBoero peanbHOro SeKTpoHHOro agpeca,
He oOTBevyaTb Ha HexenaTenbHble NUCbMa W WUCMONb30BaTb ChneynaribHble MNOYTOBbIE
UNbTPbI.

11. Mpuyunte cebsa 3HAaKOMUTBLCA C cariTaMun, KOTOpblE NOCELLAOT NOAPOCTKM.

12. Hayuute geten yBaxaTb ApPYrux B UHTepHeTe. Y6eauTecb, YTO OHM 3HAKT O TOM, YTO
npaeBuna XopoLlero NnoBeAeHns JenCTBYIOT Be3e - AaXe B BUPTyarbHOM MUpe.

13. OBbsCHUTE AeTaAM, YTO HU B KOEM Crlydae Henb3sa ucnonb3oBatb CeTb ANs XynuMraHcTea,
pacrnpoCcTpaHeHUs CnfieTeH unum yrpos Apyrum Niasim.

14. Obcyante ¢ nogpocTtkamu Npobnembl CETEBbIX a3apTHbIX UIP U UX BO3MOXHbIA PUCK.
HanomHuTe, 4TO 4eTV He MOryT urpaTtb B 9TW UrPbl COrNacHO 3aKOHY.

[MOCTOSIHHO  KOHTpONMpynTe wucnonb3oBaHne WHTepHeTa Bawum pebeHkom! 310 He
HapyLleHne ero fiM4yHoro NpocTpaHCTBa, a Mepa NPeaoCTOPOXHOCTM U NposiBNeHne Baluen

pO,EI,I/ITeJ'IbCKOI7I OTBETCTBEHHOCTU U 3a00ThI.



